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Data VLAN

192.168.10.0/24
AV + SSL + web filtering

FORTIGATE 60F | SECURE SD-WAN PROJECT

1. Architecture and Design

Spectrum - wanl

66.31.1.3/24
Cloud preferred

FortiGate 60F

Firewall policies
Central SNAT
SD-WAN + SLA

Inside Zone

Level3 - wan2

Voice 192.168.20.0/24
Guest 192.168.30.0/24
Doors 192.168.40.0/24

43.64.1.3/24
Guest/social preferred

Ordered member preference; second WAN remains available for failover. No load balancing required.

The FortiGate 60F separates the Data network from the Inside Zone. Data users receive threat prevention and
restricted web access; Doors, Guest, and Voice retain general Internet access. Both WAN circuits are members of the
Outsize Zone and are selected by ordered SD-WAN rules.

Interface and segmentation summary

NETWORK / INTERFACE ADDRESS ZONE / ROLE DESIGN INTENT

Data 192.168.10.1/24 Dedicated interface/VLAN Restricted Internet

Voice 192.168.20.1/24 Inside Zone General Internet

Guest 192.168.30.1/24 Inside Zone General Internet; WAN2 preferred
Doors 192.168.40.1/24 Inside Zone General Internet

Spectrum (wanl) 66.31.1.3/24 Outsize Zone GW 66.31.1.254

Level3 (wan2) 43.64.1.3/24 Outsize Zone GW 43.64.1.254

Management

192.168.99.3/24
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2. Security Profiles, Policies, and Central
NAT

CONTROL APPLIED TO FUNCTION

CVT-AVProfile Data only Block detected malware across HTTP, SMTP, POP3, IMAP, and FTP; enable mobile malware
and outbreak prevention.

CVT-WB-Profile Data only Block social media and streaming services, including YouTube and Netflix; allow other
approved categories.

CVT-Inspection Data only Apply SSL inspection so HTTPS destinations can be categorized and security profiles can
inspect encrypted sessions.

no-inspection Doors / Guest / Voice Permit general access without the Data VLAN restrictions; retain logging and least-privilege
policy design.

Firewall policy evidence

= Q > @~ O~ O admin ~

Q Policy match ‘0 Q Search ‘ QB Export +  Sequence Grouping View = New layout =
Policy From To Source Destination Schedule Service Action NAT Type Security Profiles

[=] Uncategorized @

i0 Data>Out(2) xE Data(Data) @ Outsize Zone I Data address i [@ always AL + ACCEPT @ Custom  Standard CVT-AVProfile

CVT-Inspection

In>Out (1) O Inside Zone @ Outsize Zone 13 Doors address Bl [@ always QI ALL + ACCEPT @ Custom Standard no-inspection
1 Guest address
Voice address

Implicit €@

The Data > Out policy applies CVT-AVProfile, CVT-Inspection, and CVT-WB-Profile. The Inside Zone policy covers Doors, Guest, and Voice with
no-inspection.

Central SNAT evidence

= Q > @~ L+ O admin
# Edit | T Delete ‘GQSearch ‘ Q B Export-
ID From To Source Address Destination Address Translated Address Qriginal Port Translated Port Hit Count
1 O Inside Zone ™ Spectrum (wan1) I Data address A i 7216
«f# Data (Data) [ Level3 (wan2) I Doors address

B Guest address

L Voice address

Central SNAT rule 1 covers Data and the Inside Zone toward both WAN interfaces. Translation follows the selected egress interface unless a
dedicated IP_ nanl ic added

Security note: blocking YouTube, Netflix, and social media reliably over HTTPS depends on current FortiGuard categorization,
application signatures, and an SSL inspection method appropriate for managed endpoints.
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3. SD-WAN Steering and Health Monitoring
vewoer  Jcamewar  Jemwamvuss _ lmacwr

Spectrum (wanl) 66.31.1.254 Preferred: AWS, GCP, Azure/Microsoft Level3

Level3 (wan2) 43.64.1.254 Preferred: Guest, social media, streaming Spectrum

Application-aware rules

= Q > @~ 4- Oadmin~
SD-WAN Zones SD-WAN Rules Performance SLAs

# Edit| @ Clone | SetStatus~ [ Delete |@ Qulsearch | Q| i= SD-WAN routes
ID Name Source Destination Members Criteria Performance SLA Protocol Status
1 AWS_GCP_Microsoft B Data address B Microsoft-Other [ Spectrum (wan1) Any © Enable
£} Voice address B® Microsoft-Web ] Level3 (wan2)

1 Doors address 1 Microsoft-ICMP

B" Microsoft-DNS

3 Social_Media I Guest address I Netflix-Web [#] Level3 (wan2) Any @ Enable
Voice address [l Netflix-Other [ Spectrum (wan1)
B Data address B Netflix-ICMP
B Doors address H Netflix-DNS
Implicit (sd-wan) Ban Ban O any Source IP Any

The AWS_GCP_Microsoft rule selects Spectrum first. The Social_Media rule selects Level3 first. The second member is ordered as the failover path
rather than used for active load balancing.

Performance SLA

= Q > ©- AL- Oadmin~
SD-WAN Zones SD-WAN Rules Performance SLAs

B T T Port EABIE | Packetloss |2 Jitter
TS Qwanl | 1657ms  |0% 317ms
glue @ wan2  1656ms | 0% 3.19ms
20ms — View all
10ms
Oms
50secondsago  40secondsago  30secondsago  20secondsago  10secondsago Now
& Edit | [ Delete  © Q, Search Q
Name & Detect Server & Protocol & Latency & Packet Loss & Jitter &
Latency Probe 883838 Ping wan1:@ 16.03ms wanl:@ 0% wanl:@ 2.53ms
1111 wan2:@ 16.01ms wan2:@ 0% wan2:@ 2.51ms

Captured SLA: approximately 16 ms latency, 0% loss, and 2.5-3.2 ms jitter using 8.8.8.8 and 1.1.1.1 probes.

Failover behavior observed in this lab: when an ordered, non-load-balanced path fails, reconvergence can drop approximately 1-2

packets. Existing sessions may also reset if the public NAT address changes, so the exact user impact depends on the application
and protocol.
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4. Validation, Operations, and Document

Control

Forward traffic logs were used to confirm that the matched SD-WAN rule and destination interface agreed with the

intended steering policy.

Cloud traffic validation - Spectrum wanl

[ NN 3 | SD-WAN Rule Name = AWS_GCP_Microsoft X @ Q, Eear’ch

’(|Q @ Memory =

L
n Date/Time Source Y Device Destination SD-WAN Rule Name ¥ Policy ID
2026/08/31 16:44:14 58 CVT-PC-02 55 72.153.5.135 (array514.prod.do.d. AWS_GCP_Microsoft In>Out (1)
2026/08/3116:44:09 192.168.30.100 =& CVI-PC-02 &5 72.153.5.135 (array514.prod.do.dsp.mp.microsoft.com) AWS_GCP_Microsoft In>0Qut(1)

Guest / Netflix validation and failover testing

Q (] © admin ¥
S| & [ SDWANRuleName - Guest.to_Netflix X © Q earch x] Q|| @ Memory~ [ Details
Date/Time Source Device Destination SD-WANRuleName ¥ | PolicyD | Destination Interface Result
2026/08/3116:43:50 192.168.30.100 & CVT-PC-02 5 45.57.90.1 (2enflimg.net) Guest_to_Netflix In>Out(1) [ Level3(wan2) ' Accept (887 kB/285
2026/08/3116:41:33  192.168.30.100 28 CVT-PC-02 5 45.57.90.1 (aenflximgnet) Guest_to_Netflix In>Out(1) [ Level3(wan2) ' Accept (874kB /283
2026/08/3116:39:43  192.168.30.100 &8 CVT-PC-02 5 45.57.30.171 (0cc-0-1413-1412. Lnflxsonet) Guest_to_Netflix In>Out(1) M Spectrum(wanl) v Accept(SkB/46.24K
2026/08/3116:39:43  192.168.30.100 &8 CVI-PC:02 91 4557.30.171 (0cc-0-1413-1412 Lnflxsomet)  Guest_to_Netflix In>Out(1) [ Spectrum(wanl) v Accept(479kB/34.6
2026/08/3116:39:43 192.168.30.100 ¥ CVT-PC-02 5 45.57.90.1 (aenflximgnet) Guest_to_Netflix In>Out(1) M Spectrum(wanl) v Accept (4.57 kB/7.51
2026/08/3116:39:43 192.168.30.100 ¥ CVT-PC-02 5 45.57.90.1 (aenflximgnet) Guest_to_Netflix In>Out(1) [ Level3(wan2) ' Accept (7.24kB /185
2026/08/3116:39:43 192.168.30.100 28 CVT-PC-02 5 45.57.30.171 (0cc-0-1413-1412. Lnflxsonet) - Guest_to_Netflix In>Out(1) M Spectrum(wanl)  + Accept (4.07kB/22.2
2026/08/3116:39:43  192.168.30.100 & CVT-PC:02 85 45.57.90.1 (ae.nflximg.net) Guest_to_Netflix In>Out(1) [ Leveld (wan2) V' Accept (699 kB/ 204,
2026/08/3116:39:43  192.168.30.100 &8 CVT-PC-02 5 45.57.91.1 (ae.nflximgnet) Guest_to_Netflix In>Out(1) [ Level3 (wan2) V' Accept (7.08 kB /174
2026/08/3116:39:43  192.168.30.100 84 CVT-PC:02 5 45.57.91.1 (ae.nflximg.net) Guest_to_Netflix In>Out(1) [ Level3 (wan2) v Accept (5.58kB/17.8
2026/08/3116:39:43  192.168.30.100 ¥ CVT-PC-02 5 45.57.90.1 (aenflximgnet) Guest_to_Netflix In>Out(1) [ Level3 (wan2) V Accept (6.58 kB /74.7.
2026/08/3116:39:43  192.168.30.100 & CVT-PC:02 B 45.57.30.171 (0cc-0-1413-1412.Lnflxsonet)  Guest_to_Netflix In>Out(1) [ Level3 (wan2) V Accept(491kB/323
2026/08/3116:39:43  192.168.30.100 &8 CVT-PC-02 5 45.57.90.1 (ae-nflximgnet) Guest_to_Netflix In>Out(1) [ Spectrum(wanl) v Accept (4.92 kB/468.
2026/08/3116:39:43 192.168.30.100 &8 CVT-PC-02 85 45.57.30.171 (0cc-0-1413-1412. Lnflxsonet) - Guest to_Netflix In>Out(1) M Level3(wan2) V' Accept (391kB/26.3
2026/08/3116:39:43  192.168.30.100 88 CVT-PC:02 5 45.57.90.1 (ae.nflximg.net) Guest_to_Netflix In>Out(1) M Spectrum(wan1)  + Accept (3.66kB/7.07
2026/08/3116:39:43  192.168.30.100 &8 CVT-PC:02 B 45.57.91.1 (aenflximgnet) Guest_to_Netflix In>Out(1) M Spectrum(wan1) v Accept (6.04 kB /785
2026/08/3116:39:43  192.168.30.100 28 CVT-PC-02 5 45.57.91.1 (aenflximgnet) Guest_to_Netflix In>Out(1) [ Spectrum(wanl) v Accept (5.7 kB/3938
2026/08/3116:39:43 192.168.30.100 28 CVT-PC-02 5 45.57.30.171 (0cc-0-1413-1412. Lnflxsonet) - Guest_to_Netflix In>Out(1) [ Level3(wan2) ' Accept (481kB/42.6
2026/08/3116:39:32 192.168.30.100 &8 CVT-PC-02 5 45.57.91.1 (aenflximgnet) Guest_to_Netflix In>Out(1) [ Spectrum(wanl) v Accept (5.42 kB /393
VAR 142090 10014230100 88 CVT-PCND 8 4G 57001 (22 nflvima nat) et tn Natfliv Ios Ont (1) | ovel wand) 2 Beront 1A OALR 11961

Acceptance checklist

Destination Interface E
[ Spectrum (wan1) ' Accept (1
[ Spectrum (wan1) v Accept (]

TEST PASS CONDITION

Segmentation Data, Voice, Guest, and Doors use the documented /24 networks and correct zones.

Security Data blocks malware, social media, YouTube, and Netflix; other VLANSs retain intended access.

Cloud steering AWS, GCP, Azure/Microsoft sessions match AWS_GCP_Microsoft and exit Spectrum wanl.

Guest/social steering Guest and social/streaming sessions match the intended rule and prefer Level3 wan2.

Failover Disable each WAN in turn; verify SLA state, backup selection, NAT behavior, logs, and application recovery.

Document control
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